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Fwd: [Dcs.hry] Fwd: Regarding : C%;";riminals are misusing Aadhaar Enabled
Payment System (AePS) to conduct financial frauds, as the system allows any
user to deposit cahs, withdraw cash, transfer fund and check statements using
Aadhar number and Biometrics.

1 message

Deputy Commissioner Jind <dcjnd@hry.nic.in> Mon, May 8, 2023 at 1:24 PM

To: "Registrar CRSU, Jind" <registrar@crsu.ac.in> Ropistrar CREU, JIND AET- 5Py
Diary No....[ 753

From: "Mukesh Rani" <mukeshrani.ditech@hry.gov.in>
To: "Hods hry" <Hods.hry@Ilsmgr.nic.in>, "Bef hry" <Bcf.hry@lsmgr.nic.in>, "Des hry" <Des.hry@lsmgr.nic.in>,
“Divisional Commissioner Rohtak" <commroh@hry.nic.in>, "Divisional Commissioner" <commgrg@hry.nic.in>,
"COMMISSIONER HISAR DIVISION" <commhsr@hry.nic.in>, "Mrs RENU PHULIA" <commamb@hry.nic.in>, "Dr.
Saket Kumar, [AS" <krl.commissioner-hry@gov.in>, "Commissioner, Faridabad Division" <comm.fod-hry@gov.in>,
“registrar” <registrar@cblu.ac.in>, "registrar" <registrar@dcrustm.org>, "registrar" <registrar@gjust.org>, "registrar”
<registrar@)jcboseust.ac.in>, "registrar" <registrar@kuk.ac.in>, "registrar" <registrar@mdurohtak.ac.in>, "Haryana
Veterinary Council" <registrar.hve-hry@gov.in>

Cc: "sharwan85" <sharwan85@outlook.com>, "Rakesh Sharma" <rakeshsharma.sit-hry@gov.in>

Sent: Monday, May 8, 2023 12:17:01 PM

Subject: [Des.hry] Fwd: Regarding : Cyber criminals are misusing Aadhaar Enabled Payment System (AePS) fo
conduct financial frauds, as the system allows any user to deposit cahs, withdraw cash, transfer fund and check
statements using Aadhar number and Biometrics.

Respected Sir/ Madam,

Please see the attachment for information and necessary action.
Thanks & Regards:
Mukesh JSS

Information Technology, Electronics and
Communication Department, Haryana.

From: "Mukesh Rani" <mukeshrani.ditech@hry.gov.in>

To: "Hods hry" <Hods.hry@lsmgr.nic.in>, "Bcf hry" <Bef.hry@lsmgr.nic.in>, "COMMISSIONER HISAR DIVISION"
<commhsr@bhry.nic.in>, "Divisional Commissioner" <commgrg@hry.nic.in>, "Divisional Commissioner Rohtak"
<commroh@hry.nic.in>, "Mrs RENU PHULIA" <commamb@hry.nic.in>, "Dr. Saket Kumar, IAS" <krl.commissioner-
hry@gov.in>, "Commissioner, Faridabad Division" <comm.fod-hry@gov.in>, "Dcs hry" <Des.hry@lsmgr.nic.in>,
registrar@mdurohtak.ac.in, registrar@jcboseust.ac.in, registrar@gjust.org, registrar@cblu.ac.in, registrar@kuk.ac.in,
registrar@dcrustm.org, "secretaryhssc01" <secretaryhssc01@gmail.com>, "info hpsc" <info.hpsc@gmail.com>
Cc: "sharwan85" <sharwan85@outlook.com=>, "Rakesh Sharma" <rakeshsharma.sit-hry@gov.in>

Sent: Monday, May 8, 2023 12:12:36 PM

Subject: Regarding : Cyber criminals are misusing Aadhaar Enabled Payment System (AePS) to conduct financial
frauds, as the system allows any user to deposit cahs, withdraw cash, transfer fund and check statements using
Aadhar number and Biometrics.

Dcs.hry mailing list -- des.hry@lsmgr.nic.in
To unsubscribe send an email to dcs.hry-leave@lsmagr.nic.in

__Jj Regarding cyber criminals are misusing Aadhar-18753.pdf
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Haryana Government

Citizen Recourses Information Department ' AR ST o [T

No.: Admn/364/1SIT/ 1% 753
From

Principal Secretary to Government, Haryana
Citizen Resources Information Department,,
Chandigarh.

To

1. All the Heads of Departments in Haryana;

I

All the Managing Directors/ Chief Administrators/ Chief Executive Officers
of Boards/ Corporations/ Public Sector Undertakings, etc;

All the Divisional Commissioners in Haryana;

All the Deputy Commissioners in Haryana;

The Registrars of all Universities in Haryana;

The Secretary, Haryana Public Service Commission;

et O PR e

The Secretary, Haryana Staff Selection Commission

Chandigarh, dated: o §. oS ..%.2%

Subject: Regarding cyber criminals are misusing Aadhaar Enabled Payment
System(AePS) to conduct financial frauds, as the system allows any user to
deposit cash, withdraw cash, transfer fund and check statements using
Aadhar number and Biometrics.

Sir/Madam,

| am directed to address you on the subject cited above and to enclose a
copy of DO letter No. 26012/02/2022-LRD dated 23.03.2023 received from Secretary,
Department of Land Resources, Ministry of Rural Development, New Delhi for

information and necessary action.

Dim%}cmd n.)

for Principal Secretary to Government, Haryana
Citizen Resources Information Departmeji

P

"“*‘-*\

9™ Floor, Haryana Civil Secretariat, Sector-1, Chandigarh. 160001

Tel: PS(CRID) 0172-2777302, Sr. Ad, O: 0172-2748142, Fax: 0172-2777302
E-mail: guptaankur@gov.in, Website: www.haryanait,gov.in
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Ajay Tirkey, LAS. WD Government of India
Secretary 1 — \‘g‘\ Department of Land Resources
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dhaar Enabled Payment System (AePS) to conduct financial frauds, as the system
allows any user to deposit cash, withdraw cash, transfer fund and check statements

\A\;\‘@ing Aadhaar number and Biometrics.

of Home Affairs, analysis of Modus Operandi of AePS cyber financial frauds, reveal that
biometrics information along with the Aadhaar number uploaded on State's Registry
websites (registration of various deeds like Sale Deed, Agreement to Sale, etc.) are
downloaded by the criminals, which is then further 'cloned’ to carry out unauthorized
withdrawals using AePS. In view of such possible cyber frauds, Revenue and

pséf”) 2. As per information received from Indian Cybercrime Coordination Centre, Ministry

\U\
—

,\q

E \\ Registration Authorities may take immediate sEeps to mask the finger prints on ‘the
m ;?3'\ documents which are available in public domain. However, the documents that are
0:4\ §\Ve o the concermned parties may be unmasked to make it legally acceptable.
e
@"“:F 3. Therefore, to check and curb the menace of cyber frauds, it is necessary that
_Z;“G‘\\J/ States/UTswm!s where biometrics information,- especially thumb prints
? o and Aadhaar number are put in public domain and to take down such documents havmg

X/ﬁ TRgerprints or blur of mask such biometrics available in public domain within a shortest
span of time, not later than in 10 days. Similarly, your kind attention is directed towards
\{1/ egulation 6(3) ) “REstriction on sharing, TIrculating of publishing of Aadhaar Number”
\ under The Aadhaar (Sharing of Information) Regulations, 2016 which prohibits
«&L w@sptaymg Aadhaar numbers unless it has been redacted/blacked out. Therefore, along

\(\W/Wlth biometrics, Aadhaar numbers nust be masked or redacted e.g. xxox xox 1234.

M4 | shall be extremely grateful if you could look in to the matter personally and
Q}\& direct the concerned officer(s) to do the needful as indicated in para 3 above and get a
compliance report sent to me @ jslr-dolr@nic.in or @ prasad-upsc@gov.in .

has come to th‘é%%@ﬁfpﬁh‘e Department that cyber criminals are misusi_n_g_"’f'

Ministry of Rural Developmen

o
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Your sincerely,

bl

(Ajay Tirkey)

s GRI

Shri Sanjeev Kaushal , ; - L(DQ" ;
Chief Secretary g ué,,g /%
Government of Haryana

Civil Secretariat Building

Room No.4, 4" Floor Sector-1
Chandigarh — 160 017

wat. e, fafeg, fmfv wam, 78 fReeft-110011 qE8E: 91-11-23063927, 23063183 BaFd: 23062541

NBO Building, Nirman Bhawan, New Delhi-110011 Ph.: 91-11-23063927, 23063183 Fax: 23062541
E-mail: secylr@nic.in



